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Caeb TUUAINITNTANT Authentication Policy m1u Application 52089811150 3A%I
Authentication Policy #u User Group latlusgnetiag

Cmoen TEUUAINITOMSIVA0U Device Health 5¢#U Operating system (OS) #itinas
Authentication 141
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@.a.eclo Fortinet Firewall
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@.m.ex.& Akamai
&.m.e.D Juniper
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m.ex.e VMware, Nutanix, Microsoft, Oracle
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e ANuaAmIIalunstasiunislandusznn DDoS (DDoS Protections)
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Layer e Layer & Wy Layer o
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yi19Usuna (International Internet Gateway: 11G) Tuuszmalne Fausiay
POP #asilannuiaiunsa DDoS mitigation, WAF uag CDN e
e.c.0.& \Hundndusingnineglungu Leader v84 The Forester Wave Turfidaves
DDoS Mitigation Solution U wolbe 139 %ﬁ"ﬁgﬂ
eclo Anuansalunstosiuduweonndiatu (Web Security Functions)
c.clo.e A1UITORANITIEINUVY Security Dashboard WUU Real-time #38 Near
Real-time lp® mmammmﬁq%‘aa&awéaﬁmwmmﬂwﬁ WU IP Addresses,
User Agents, Countries wae ASNs Talideunin mo U
bl @u1sataatunislaufnIunie Website 113 OWASP TOP eo 191 SQL
injection, Broken Authentication, Cross-site Scripting 1
€& lo.m dU1I06aA1 IP Firewall Taganunsativunidsuledie IP address,
IP address range, Autonomous System Number (ASN) or country 161
C@lo.e @MNT0RIAN Rate Limit Rules dsanunsasvuanistlosiunisidnila Website
Tolitdeanin eoco Rules
€&l ANTIINsATIIEBUNMIDINtuTUTes (Certificate transparency monitoring)
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eaam ANannsalunsinysEavsnmiukenndiatu (CON & Optimization function)
CEM® sTLw.m'w‘liam&Jwmauama’twmmi authoritative DNS services @113
'T,muummsﬁu‘v L;auwawz;al,auamaw Host Domains 'ﬂﬂﬂ:umﬂmian oy
el Node wmaqc-ﬂ,'uLLmauwuﬁImmawu'l,m}'iumﬂlm Liveenin o 90
@c.mlo 152 UU Content Caching las@ 11901 Static Content Caching Way
anunsarivun Cache luseau File Type 1
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@& 81815091115 Purge Cache wavunldluiud u3erans Custom Purge
a1z URL, Host name wae Tag 19 laadosaruisaly APl lun1sewian
Cache dlafinsdwan Content ¢t

e.cne UINIHesan1sasesiunsld Bandwidth Consumption leilsidesnin e TB
fOLADU

C@md annInantun Jush wagyinsau Metadata vedlwa lnpanunsadenta
WILUU Lossless way Lossy I3Ta5095U WebP

emo amnsavnisauiisnusiitddndulu Source code wiu Whitespace uaw
Comments (et eifinyseansawlifiu Page load time

ec.ma H5zuuitisifinyszadnsninuazan Latency 1%y Dynamic Content
IﬂUmminaL‘L}a%e,%uéﬂﬁzﬁw%mwﬁtﬁm%u uag Response time 1NN
uwaAIUAN (Dashboard)

ANaLsaluNsLEREsA (Web Reliability)

annsauaninsuduiouluds Email Aseylildlunsdd duledlbamsaldonls

Tnpanansasessun1sfeailunis Monitor telusesiu Type, Method, Port wag Path 59u84@M150
sy Expected codes Nfpanslet
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ANENTOLUNSUER51897U (Dashboard Functions)

.o A1NTOLAAITI891U (Analytic) uu Dashboard WUy Real-time %38 Near
Real-time 18 Dashboard ﬁLLamﬁaaU'ﬁmaUﬁ’mﬁm&a Total Requests,
Cached Request, Bandwidth Saved, Threat Sources, Top Threat Origin
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iSung Firewall Event Log Way Audit Log at1una Portal il
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fdgniftutufinlifinisgnuflavierdeuslasmamszsvdydiihenisnsaiiin
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niowaluladifisuiinann Log Source Ang 9 wdinefiu tnedl Predefined rules
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<o {fmm'l,ﬁﬁn"nimwaamiaalwﬂmzﬁuswuﬂﬁﬂ'ﬁn'ﬁ (Vulnerability Assessment)
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‘u%mi'ﬁﬁ'}Lauerﬁfaqwmuiﬂmmwﬁﬁﬁmﬁwégﬂn{]wuwa wazoglu The
ForesterWave
mmiamwaa‘u'ﬁaﬂvnf‘uadqﬂniaiuuszwm%a‘dwlﬁ‘*f?GLﬁﬁa‘u'"lammims
(Public) uaziasatnenelu (Private)
a111303893Un15MT19de Tl nIve AT DsAaNRILA DT W8 AT
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- sxyuljuRnisaruneufinmes (Operating System) Ly Windows OS
%39 Linux OS
- uuuﬂﬁﬁ'ﬁmsﬁmm%mha (Network) 11 Firewall
Uuﬂg‘ummimu Service Application MeleiuTms Port A Deldanu
5835UN15 scan MaUUU Non Credential Scan wag Credential Scan 16
annsoadeeulanaleguiuy Wy Executive Summary SaRUULEN
#1 Host %38 Plugin
s189UazAeiin1581983U CVSS uay CVE waziin1sssy Severity 189
gaslrifnulunsneasy
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CEH (Certified Ethical Hacker)

ISACA Certified Information Security Manager (CISM)
SACA Certified Information Systems Auditor (CISA)
(ISCle CC - Certified in Cybersecurity

CompTIA CySA+

CompTIA Pentest+
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<im0 PYNMSTATEAUANLTULTS (SeverityV3eransynuiionaasifinainteslus
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&olame.m Iuazduatailuinnsivasunuveudazgunsal TnedaSomusdiu
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&omn.o.« Fuuzthuazduneylunmsudly (Action & Recommendation)

@ o lHfin1sddun1sNaaaUIaNZsEUY (Penetration Testing) 88191188 o A3

finndnwmsdsaluil

<@.e nadsunMsyninszuvasaumalagldsuuuunmmaaeunsyngniuu (Winsudeya,
niudeyaunedin) (Black-Box, Gray-Box) lneduflunsaindumesida
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GRINTPIY
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Folauauuziumuilysruuansaumaagszuuieteslnrsounauseaziden
il
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- woundAatu (Application) uay wevAWIs (Software) Lo
e Vuuaundiatu(Web Application)
e Tuvnsuaundrdu (Mobile Application)

- Tpssadeitugrudumalulafarsauma (T Infrastructure) waz gunsed
\A39U18 (Network Device) laun
o sruuUfiRnsveuniesmeimessiig (Server Operating Systems)
o gunsailuszuuiAIane(Network Equipment)
o gUnIniszLUUINWIAUURBALSY (Security Equipment)

..o a1M5U LIuuaunaindu(Web Application) agldu1nigiu Open Web

Application Security Testing Guide version .o Usenaushesdosil

- Introduction and Objectives

- Information Gathering

- Configuration and Deployment Management Testing

- Identity Management Testing
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- Authentication Testing

- Authorization Testing

- Session Management Testing

- Input Validation Testing

- Testing for Error Handling

- Testing for Weak Cryptography

- Business Logic Testing

- Client-side Testing

d WU IT Infrastructure and Network Device 3gltunasgu
The Penetration Testing Execution Standard (PTES) Usznau ALV
il

- Pre-engagement Interactions

- Intelligence Gathering

- Threat Modeling

- Vulnerability Analysis

- Exploitation

- Post Exploitation

- Reporting

dmSuluvrsusuwdiadu aglyu1nsgiu OWASP Mobile Application
Security Testing Guide (MASTG) version e.& Useneuseidonail
- Platform Overview

- Basic Security Testing

- Tampering and Reverse Engineering

- Data Storage

- Cryptographic APIs

- Local Authentication

- Network Communication

- Platform APIs

- Code Quality and Build Settings

- Anti-Reversing Defenses

- User Privacy Protection
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- Commercial 19U Nessus Professional, Burp Suite Professional sy
- Non-commercial 194 Metasploit, Burp Suite Community Edition,
Nmap, SQLMap, FFUF, Manual Script, Exploit-DB, Seclists,
PayloadAllTheThings, CVE Details 1usiu
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wazansawina Mezdufoanaiuseniisanu saudaliduuginlunis
asavasunilatgminu Tnsyeravdanguyanadidrduiunisagdosldiy
lususaarugaLaINsn ataloudal
@e.ae.e.e CEH (Certified Ethical Hacker)
@.me.elo ISACA Certified Information Security Manager (CISM)
e..ma.e.m ISACA Certified Information Systems Auditor (CISA)
ca.neac (ISOo CC - Certified in Cybersecurity
e.mnee.d¢ CompTIA CySA+
e.me.eo CompTlA Pentest+
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cool Foivawion Bandwidth Internet duniuiadatnauininesuaiing (server) sauds
srUUUURNTS (05) lumsvadeu e Gbps useniey

Coom SLUUMHlUNINAdRUILFaITaIsuNIsIniear uINg Virtual Private Network (VPN)
LarfinsdsTaLLUY o dumpu (Multi-factor Authentication)

cooe seuuidlunisvaaavazdessaadunisidnfiaiuy Console HIUNNATEUU Web

Application
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C.060.60.&

€.06.6.&

C.06.6.D
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C.06.60.6
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Foafinsiesiuuusiugud (Correlation) warannsaasadeuluns
Tawdt (Rule or Use case) iitetnglunisifiseiay udufousioanaim
malewues

Fasflsruunisdafiu Ticket management MNWUWANTTAIAMRAUNG
fu Cyber security
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FEAUAIUTULSTS AND5UY ngﬁlumsmauﬁum
o L (Response time)
HANSENUAUSEUUATAUNARENYIN
Critical Tnseiugsiangayeinuazazes neluy e¢ u¥l
uhilvegrasssuiian
nansENURUTEULATsAUNATIVinlH
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High ¥ . w w , mMelu e 4309
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Response) s1euitaszitlgyviniinaindeanaiu (Incident Report)
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- seyUssianveieAnA
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- Aune (Source IP Address) waz Uanavng (Destination IP Address)
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- 3UaSYAYeIMANT TN

- fuuzdn waztunaulunsunly (Action & Recommendation)
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blolo szuulasiunsratunaslsnausivanaty Endpoint Detection & Response (EDR)
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blo.m SEUUATIVABUNSIHN e aenTBuarn1sEuTURIAL b Fu (Multi-factor
Authentication) $ruauliitieandn wo {ldau (user) wieugilonsldnuszuy

blo.« szuutlastunislaudivleduazusundiatu (Web Application Firewall: WAF)
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p.lo.e HAN3NSIVEOUYBIMILUTEAUTETUUUHUANS (Vulnerability Assessment)

Llo.@ NAANLUNIINAADULNZIEUU (Penetration Testing)
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(Security Operation Center :50C) Tngfinmsdnafivdoyavsamneuiinmes ievhmsimsziuay
uiadeudeanaus Wiiulsmetuna ynduidiou

blo.ew MerRansiiuImsszuulumstesiu aadu liensiuasldneudeivanei
lowesveusion uavdayaaraun gy yinAuidiou

blo.0c S8NUETUWASeAnAmdleiues waznsuflailymiiintu veafeu uay
ToyaaTaNN NG nAuLou

blo.os TBNUNMIATIIdBULAE AR unanisuilulgmdsanaumsleiues veuseu
LAy UBYAASANNTNT I ynduLfeu

olloo 51091unan151#aNE1897u Next-generation Antivirus figndeanungvune
Ieiognatdos &o Licenses dmiu Client

.o FrsziudiuTsnasuI e 10 TnoEuiuned o Wedweuruaude vle wiuay

smsszutlunstiestiu amadu Aessiuesldneusesuanaulewefiluszesnainiu o ey

197 @ SwanglduIng Suuievar c.ee vavaiuludyn

N7 o TeanglduIng Suiufesar <.ma vaveduludygn

197 o Pwanglduing Sunudesar <.om venaiuludygyn

109 & PeAnlduing hwuiesar g.en vasaaRuludygn

1a7 & Peanglduing Swiudesay <.mm varaduludyan

197 o Preanglduinig Snuievar <.om vaaaduludyan

REG - rnf
%q\j ATIUNNS  A9T0 ASIUMS

@ L3 v = J a L2 = € - €
(Weadwed 2edagiion) (W199M1N1 LYBBUN) (WN9EIYIDATUR UINFAUS)
Viusuwnggnyni sy nimniseeniamesufi@nig Wn3gniseeuiameiufuRns




- G -

107 @ TeAEIlEUINT Swuieser c.am vaniuludyg,
197t @ Teanlduims Snuioves <.em vaviaduludygn
107 & Swanalduinmg Swiuiovar <.ma vavaduludynn
17 @0 TWANGITUTAT S1udorar &.ma vaaduludyg
909 oo TWANGITUSANT T1uiovar <.on varraduludynn
197 elo PEANYTTUINT Swudesay &.om veraluludygn

&. NANLNEUNNITHINTUNTDLAUD

.o NMIRIIsIIRANTTEUTIaeNITUsENMATIANBEnnsetindadail Tsmeuiasiansan
anaulnglainausiad

a.o fiudslausardeaausunun1sdiilunuuesianssus AuIeULIAYeIILle & uaz
FavuenarsieuifisuseninadeimunsisaidennudnuuzlanIziULLINIINSOUNUNIS
Fuilusy Aanssuvesiiuteiaueniieyszneunisiansan tnsdesszyiavwii wude iy
I avmnlunsifioudss Teviuaslilagunsinnsm

o.o lun1siadunisusenInsadidnnsedndnialun1svindyn) ANENIIUNITAIITUING
nsUszmnsandidnnsedndiansligBudeiauetuasdaiiionts anmgius viedaiiansedula
ﬁgﬁm%’aaﬁuﬁﬁuﬁmaudﬁ Iﬂ&ﬁﬂ'}ﬁﬁﬂ%ﬁ%lsj%’u%’amua lifusavseluvindygyn mnuangiu
mﬂa'rs"Luuﬂ'mummvaumalmnmaa

0@ ’Lunmwﬂ‘nng**uaw]a]ﬁ]samwadmnmiwmsmwmﬁumw Aduteiaveifianslisuns

ﬂLﬁamﬂugjﬂu‘uaLauawuwaﬁiﬂwumuﬂuﬂuaauﬁumaua'ﬁwau o JuusenAaUIEnInsIAI
Wnnsellnd w%aLﬂuQ’?ju‘ﬁmauaﬁmgﬁwmi5ugﬂ"f}umi=ﬁ'mmwnqm*zjﬁu'iﬂmasmﬁ‘mﬁﬁu Bl
é’wuw%vﬁmw%aﬁ?ju%Lauaﬁlﬁ%ué‘fﬂLﬁaﬂsmﬁaﬂa'naaﬂLLazamaﬂwamﬁﬁmaﬁmmaz
wdsnsudnydnansstiunisesly

=) ) De

o.¢ nan1sRsunlriensfnduvetausnssumadudrdgglaasiluilumandisna
iielduniasAndemeselssmetuianieviaalile

. AU

@.e AMUSUMsAaUNUEIT

WInmau‘uaLaualua1msnaquamm1mmnnmw fwualiludgyguasdindedadlavenidn
feyan rwwuaLaua%mawﬂsvmﬂmlmm‘[sqwmma Huseiilusaniosas o.eo (quiyamiligud)
yoesraAisudye widedldinitiuas eco um (mil¥esum) nsifimaasuudaslag
eglugasiidaveslsmenua Guusimagaidy sufaaunsalingnisaiaruliasluldssna
atigadldsummiiureuanlsmeunaneu

zlo AsulussesaTulseny

ynfButeaushidunudleliuduaianunsiulssiunnudigaunmses nelu o Tuinis
Suaniuildsuudannlsmena giutelauessiostrszainiuligidaduneiuludnsiiesay
0.60 (ﬁ}uéqwﬁaqué) yanadumudygraunitesudlatgmudaaia

Us51uNTINNIg awaw h%y’“\f N3IUNTT ﬁﬂ‘lﬁ] (\"{ NIIUNS

(Wiedwed dayton) (‘L!’l\"l‘ﬁﬁl’m’l Fodun) (uEMIRIBNTUR 1NEUS)
Viuawwndgung Iy UnirnisAouniameTUFUANS nivimseeuiineiujiinis




aste...,
(unfodwad Jsvegtioy)

- wo -

«. Yoavuans

w0 lsmemnaanuinilunmsiaduiteds natymilfietunnsd warlitioindideds
vadlsamerunafuiiauan diudeiauenasnaufiudeiauedossoniudiiiadedndr lnglid
Foldudmiedaudlavisdu

o NMIALdunu wawuaLauaﬁwmmluauLuﬂamamﬁwamu‘uamauimalulmuagzgw‘uama
Fuina1nNsTNIN maammwawaaﬂmwwu unssuavsvedlsmeuia JsBudeiaussdes
Liwevdeyalunisduduslvundle sasldiwsuniteyasieauagy lnsldldsueyyiniy
anednwaldnyIINLTINe1UIE

w.an 'lunmwm'mNummmL1JulwawwwagyfgﬂlmmaummmLﬂumuauqmﬂuaﬂaiiﬂmw 9
YoAUANSTIvE ﬁmaﬂﬂ'mwamﬂsqulmwnmumauimalumLﬂumaaLLﬁNmmma'lm6] Iwmauwmauamw
LLawwaumaLaua“muawﬁImLLENLLaVLiamaqm‘lmwmamLaamsﬁ,m WAy

«.« mwwauavmmuﬂawwaqLﬁmwumwmaﬂLuamummwa Laamluﬁmuzyﬁlﬁmmﬁm
vioaniiosmug ammmaaammimmnamaaswm’l,mﬂmEmaiwmmuul'ﬂuamwmugmmmiqu
maaﬂmummumaaumTUEJwsmiaam’aaﬂwmnaalﬂ'lumnmmﬂu

=& NMITaTetniszasasiunsidfreilelassnisidiunisdeassauyszanmudn
Wity

2/

& o P v ) b o v v o = @
&.D UDUA LBNdANT “Vﬁ@aﬁyiy']V]LﬂEJ']”{JQQﬂUIﬂﬁ\ﬂﬂ']iﬂ\'i‘lﬂﬂ-.lﬂﬂﬁd:f}umﬂLﬁuaﬂqLUUﬂqiLLa%ﬂﬂ‘Vﬂ

U
@ =

¥ sudygrielumnuduuas Lﬁuauﬂ’ﬁ’umﬁdﬁwﬁ?}u%’aLauawlmﬂmma%’auaLLazwaﬂﬁ
sudunsliungle sniuusiezldsueygeangirdraluavdnueisnys vinfigdudeiaueazidn
Tnanstlumsunsiazidame Iﬂalulmvaummmwmma%ﬁﬁamaﬂmmammm:ﬁmmumwfm
AAMUEATULANTE muqﬂaWﬂmaac&aumaLauawmﬂgumwﬂﬂmqmmnﬂu%maaaamauama
Sunsutennas uUnHeTayamenuLD

< findafiavsFeselifiuderusatiuayunisussens/Wideyanansufifinulasnis.
AUTLSINENUIETD

®o0. ﬂ‘ﬁ‘iﬂﬂiwﬂUﬂ’J'ul“U‘T'iﬂUﬂW‘iaﬂ?JElﬂw‘s‘iﬂiﬂﬁ\‘ma‘u

©0.6 NEJU‘UEJLaUE]Cv'I’eN'iUU'i” Uﬂ’lWﬁJ‘U’l‘SﬂUﬂWiE}x‘]‘Vli'e]‘U@]‘UHQ?JBQSUUUHEQ@’\ULUUG]’DJT’U”L’Ja’l
wﬂivnuuuLz,mwmqmqlﬂswau mmsﬂusvavnmmﬂanmnmwuﬂWiawia'L‘tmululﬂmwm
visusunsdruuazanudrigaunnses Tldauinvesdindne nsdidedigaunnies SuAAIINNTS
Usenou mmﬁlﬂmmmiﬁmmaammiufﬂwuw NmmaLaua'=avmeaa]61mvuamwnmﬁ’ﬂﬂwaﬂuamw
ldnslemsadu nnelu o du mmiuuumunmﬁlmuwa’mgp'ma wariuiinvauanldinevioun
ma‘%’uﬂazﬁumiﬁ'}qﬂunws'aui‘]umwmamm%ﬂﬂﬁm'ﬁﬁﬁqm‘[mamﬂm’lﬂmU“Luﬂﬂmlﬂjma‘lﬂﬂ
mmﬁdﬁ’mﬂx\aéu

w0 fiutplauefosiuusiuaudgauntismeanunasaeydygImslininis
0a. JUUTTUIN

AR LIUUSENaluNTIAM §11U Ib,doo,000 UM (ABIATURRALUINGI)

.............................. Uses1uUNIIUNTT EN‘UE]...Mm.fﬁ.&@.....ﬂﬁnﬂﬁ ﬁ\l'(j‘r]...............r..\.’.\../.{.................ﬂ'ﬁﬁiﬂ’]‘i

(Wege Fodur) (UNAYIBNIUA WINAUS)

Vusuwnggnnynsiie uninnsaeuiimesuianis dnimnseeuiiime fUfURNS




LUU UN.ob

A15190EA 9793 usUUsTIN LA SUTREssILATSIBazB Y AR 1 UTY
n159AYaInTenN Y unaasNe

= | g v oa ) v a ¢ v ]
o. Bolasents Uszmasragildvinsszuvlunstesiu amedu wssiuarldnouse
fopnenuilzwaivadsmenansaumesimemeldlassnsaduayunsind
Sectoral CERT ANUANS1T0UAY

o, WUIEUEveelATINTT TSINENUIANT LU IEAINYNIY
. 29E8RIUUTE N lASUINEST b,doo,000.00 U

< Suiitunsiainans (51A181989) o U e TUINAL mdbe
U o,¢00,000.00UM (@BIAUTIUAUUINGIU)

€. unaeiiunvessnnInas (51A191489)
TaaTilduI9InNsEUTIANAINTBIRAIA WU @ 58 ail
&.6 VS Buwmesiinusswalne 9700 (uvvw)

&lo U™ ne 10¥ auas 9iie

& USH Bulmesiuduuua Siasy AosUplsu SR (WvnTw)

o ow v o vo Yy a
. F18YBLATMNUINHNTIARUATIATNAN (57A1819849)

U
o.o UIBESIAA WeBgtos  duvisiupwmndgiungnsiiey U5¥5TUNTIUNNT

2

blo UGN 10BUY FuvadndinseeniawesUfuRns  nssunas
b WIRETIYIENUA 1ndus  sdumisindvinmsneniiameiufifims  nsunis

Uses1uNIIUNIT

(Wngedned 2vvegiian)
NUALNNEF WY NI TALAY

g
aa%a WW %ﬁ(w\/ .......... AT3UNT a%%e ﬂ"f NIIUANTT

...... L s,
(Wegman Weduw) (WisaEmeySnus 1 ndus)
WndsnsmeniineTufuRng indgnsaeuianeTufuRms




ANSVIIHERNININUAIUTULDNENSAFUDIIAVY/NIITUINE

s1 dsa o Rl 17/01/2568 D

Na-NS A duieouns sasfumeund Litiounda 5 fushats 5 17/01/2568 28/01/2568 [

dunnfuiiusenaSyru

En Fulauesa ﬁmxﬂu‘!’uﬁ%msﬁ’ﬁmn‘}’uéﬁqan’nwu 21/01/2568 E'j 09:00-12:00 - v
ung (N5} waehanaimsiauasmilsi
W 3 folis
E17 Turssaeuendmaue Fouluiumdsdusansiauesm (E11) 28/01/2568 Eﬁ‘ v
1 wanluiuhms




