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&.o.m Q""waLauamaqacﬂlwuﬂ13a15aamaua (Backup) Lwammiuuﬁn%’aua‘usﬁuw
Vv mu“l:sma'lu@uﬂ ﬂaqaﬂauwagmaiﬁan (DC Site) LLazquﬂwaHaﬁauwaLmas
#1584 (Backup Site) winuriu
o fhutplauedsidamsyuudsesfeyavusvuuiaiiau lnviinsdamiou Software
Backup liin"33ee¥unsdsdoyaniuvasasie TLS oo Fulvuarssdunsidnsvia
SHA lo&o ¥78AN11 wiaummuw{]aanulﬂﬁlﬂamayjamimgﬂauwﬁauf‘ﬂmlﬂ
(Immutable %38 Immutability %58 WORM)
€o.& Software Backup fossasiunisdisesdioya (Backup) ta3asnaufinineiusidedld
szuUUfU#nIs Microsoft Windows Server bwoow R SPel “guiﬂﬁﬂﬂ%qﬂ’uw%a
53UV URMS Linux Distro fleaniausd boae Ssinsatuayusy
0.0 %’@m%uﬁuﬁﬁuiauﬂa (Disk) ﬁw%’uﬁﬁsﬁauuaﬁiﬁuﬁlﬂﬁaﬂm"m @,000 Anglud
(GB)
coo finsdisesdoyafiquideyansufumeindn (OC Site) uay quddeyaneuiiames
#1584 (DR Site) Ingvinsifivdrsesdeyal idusetu $1uim o duwn Wusedun
11U o dun wazilusiedou 31U @ dnun
0.6 n%cﬁﬁcﬂ%’n‘%mi Aosmsideyaamnioudanniunisiiuiemnenis support AEBALIE
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<o I liiszuuiasnunstsdunazlanauiennaiuEndpoint Detection & Response
(EDR) 3117y o 570U Tnsudazssuuiinndnuuzesnaosdialuil
Co.e AIWITAATUANLALUINITIANITIEUYU Endpoint Detection & Response (EDR)
HU web-basedmanagement console ifan1sivuaulsuisfuauasafouas
ﬁﬂﬁ’uiﬁﬁ'ﬂﬂiﬂaaﬁulﬂﬁaLﬂ%aau,u'ﬂdm (agent) HIUNNIVIN Security Operation
ol fiandnsldeu EDR wmmmmmgwma 1AaE19t08 o Licenses d@msu Server
Clblo.e @1NN50RARA EDR agent tiaviinistlosfuiadesnoufiamesudiedild
seuuUfUAnTs Microsoft Windows Server woelo mulﬁmﬁﬁlquu n30
53UUUHURMS LinuxDistro foanfausd wooe Adiinmsatuayusy
<lololo STUVERDITETUNTI role-based dmudguaszuuiiteldnslunis
muAuALAnstefuld
<olo.m iuwﬁ]vmawr»m:Jmmsfﬂumimiwﬂvﬂaﬂﬂmmmmalﬂulm virus, trojans,
backdoors, worms, rootkits, packer, ransomware, cryptocurrency mining
WA spyware
Clolo.@ S¥UUILHBITDITUNISN Real-time Detective luguuuu Behavior base uu
\sssnaufamesiionsindutausle
colo.& am13f.w'hmimwaaumsmumiﬁgﬂqﬂ;ﬂ (compromised) uagyinnsgf
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&loloo @11130%1 Machine learning {WBN1531AT1EY unknown files way zero —
daythreats 1o

&lolo.s @U1350Y1N agent self-protection wiatlaau localusers 91nNNS tampering
Wi uninstall, qumsﬁwmuazLLr’ﬂ'zi"LWﬁﬁLF’imﬁéNﬁuﬁa agent 161

clolo.c N3 Intrusion prevention awnsalanisldnudunnedulvuaiieadng
winmsel wag Tnuntlasiu inetesiunislaudle

Cloloc @30% Real - time scans (ansiadeumsiUdsuulasilifatuls

oo aunsoaraasunginTsuiliduluniauuni (suspicious behavior) 16

Clolo.os RDIHTTUUNITLTNRABY Event Security H1U Instant Messaging Lu

9819 0Y
Clom SavEMsla Next-generation Antivirus figndfesmunguane lieehaiies @o Licenses
dmiu Client

& .o anmmﬁmﬁu’a Next-generation Antivirus agent Lﬁaﬁﬂmiﬂaﬁﬁum%ad
AoufineswitefildseuuUfuAnis Microsoft Windows e SPe Fuly
flatlaqUu wiesgruuyfuanis LinuxDistro foonkiuil woox M8l
nsaduayueg

oo 101514 Machine learning was Al lilagaeiiasnsiuastesiu adware uaz
potentially unwanted programs (PUPs)

&lo.m.m ATl Al \ensi9dau Favsdnnslaud (Indicator Of Attack: IOAs) script
control uagns¥aI memory fige Bnviagatapaununginssuiidoasds
waztasiunislaufiuuu Fileless wag Ransomware

&o.m.@ @1MNINNTINVULAZANAULUY Real-time

& lo.m.¢ fszuuluniingivasu Threat Intellicence H1UsEUU Cloud 1aALATIEN
ﬁ'ﬂﬂnmu%uﬁw wazthundudmginssuiidudunsie

Clo.mo dnansaivLe 10A ldmeaueaiiofaufnssuiigesmsiudld

<ol Mafnfulidansathndumn Wensleseiuazasuaiuiisiiald

&lo.n.e aTvsunsuazdudsiiiunmstdan Script uaznsldau Microsoft office
macros fifesasdeld

<lo.o. Yosiumsuflouazasunisinnaniedudanisugavinaunesss Nextgen
anti-virus

€10.0.60 uamawaﬂumﬁ’aﬂﬂmuﬁgﬁﬂﬁuaaﬂmLi’JugUmw Process Tree, Process

Table waz Process Activity ot

Clomes AIafMuaTunsun1ssuiiewuudnluli@ (automatic workflow) Iag

fvum trigger, condition Wag action

Clo.mel AMNNTONINSHIANTISITaNReYaISEULLATEUNE (Network Containment)

vulAYeafiiinisinde Agent fidpants 9nszULUIMITANISAIUNEIN

(Centralize Management)
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o.mon WU lightweight agent Lﬁaamnﬁzmsﬁﬁmwmqﬂnmi

oo annsaaieseeluguuuuves PDF viie RTF le

o sTUURliusnadeiminsa qudihszTuazudufioudeanaiumisneuiinmes
(Security Operation Center:SOCkioviNsIEnsETnaen e dlue Tufdauiou
mu Escalation Flow fifuumasaniy

<o FaniliilszuunsiageunisitiieegsUasaieuazn1stududany e du (Multi-

factor Authentication) $1uaulsitiesndn wo Hl¥91u (user) T,ﬂmmmanumvamauaamm‘lﬂu

&.n.e L‘LJu'i.,UUms'maa'umimeqaa'\aﬂaamwwmuaﬂuumiammw (server) a@unsa
inmsasalusivdueundiadu mmumnaawLLazauﬂummwma‘uumaumiwqw
398 Yadematatng (Multi-Factor Authentication: MFA) d1wfulaTasusivne
(Server) 9litiosnin o |l (user)

Calo sTUUUIMIIANsToya Log File wuuaugnans (centralized management) v8+
szuunsigadiiaieiiedadenaisedie (Multifactor) Aesaguu Cloud base
wnelussmanianeusnuszima

o SrUUUIMIIANIsTeya Log File wuugudnae (centralized management) 9#i83
spsfunmsindsuuudnsa HTTPS winu

e sTuvannsddonuudneuuazeenisBudu Push notification vugunsalfld
syuUUURnTs i0S waw Android hldusentos

cad STuvAnNInddenuLduiey uarven1sBudu Push Message niausiauiitoly
AldyinisBudunisuduiieu (Verified Push) Tadusgaton

oo STUUANNIAITTATUEU (Security keys w38 OTP) Hulunna Mobile Application

cos srUvaNsansisdevgunsaiildlunisdideindugunsaifiesdnsammnsauims
Jansla (Trusted Endpoints)

cone stuvamnsobiflfmpinsamadouguasaliftedildmildieiaues (Self-enroliment)
LaTUIMITANISFIeY (Self-management) Iailuestavion

o TTUVAITONTIIAOY LLazisqﬂ'sﬁuLﬁﬂwaaqﬂﬂifﬁ (Risk-Based Authentication)
Aldlunsudndald

Caoo SEUUANITINTIIABUNTINARINFULUUNTIEuYeld (machine learning-

based) WioALATIEN (Threat Detection/Trust Monitor) MIuthasiEaUnd

Caee JruvERNIatmuauleuemMIdntany Location wisszuunietgla

casle sruvaINsadesiuaiasiunaniadetis Tor wuag Anonymous et

Cmom STUUABNIaAUANNTENEeWNELAYURL Device health wag Security Posture

ot

camoc sruvansaudafoudldenlinanguniaivomupsuudnlul@le

Caed STUUANNTAEUSUFIAULUL Single Sign-On (SSO) dw15u On-premise Application,

Native Cloud Application, Federated Cloud Application KU SAML .o e
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Camen ITUUAINITATANT Authentication Policy #1u Application s2ufisanunsndnvin
Authentication Policy @3 User Group laifuseatae

Cme0 STUUATINISONTIVADU Device Health ¢6U Operating system (OS) fivianas
Authentication 1@

Cooesd STUUANNTORAM agent itevhnstastuaisseniiamesiivieildssuuuiiiins
Fastoluil
&.mec.e Windows eo , e
&.m.ec.lo Windows Server boabd (as of Vie.s.0)
&.m.ec.o Windows Server boae (as of ve.o.o)
e.am.ec.c Windows Server bobl (as of ve.lo.o)
e.moec.& CentOS b, o, =
@.m.ec.o Ubuntu eb.oc, @cz.0&, bo.o&, bb.o&
&mn.ec.¢) Red Hat o, @
&.mn.ec.c Debian g, &, @0, ee, e

Camos STUVAMNIEE MUt URERSusiEusT UL Tt EvEaRusTUY (System) Radl
«.m.ex.e LDAP, TACAC+, RADIUS, Windows Remote Desktop
@.m.eox.lo Fortinet Firewall
&m.ec.m Sophos Firewall
@mes.a Cisco
@.m.ex.d Akamai
&m.ec.D Juniper
c.moc.o F&
&.m.ex.c NetScaler
«.m.ec. VMware, Nutanix, Microsoft, Oracle

Emloo sTUUANNIALARHATIEYeTINsaeIdlY (Login) HhusruuuwsmIuRy (Dashboard)
1)

Calbe SEUUANNNTALAAINATILINANG MIPuduiinunadiannseiind (Authentication)
wuu MsfigaunTaietadevaisegns (multi-factor) MunasAIuAw (Dashboard)
1]

ol STUUANITORARINATIUIUTIETONTNT Bypass Msldnunuunisigalsiegs
sstaduvaneeatns (multi-factor) 16t

Calom SEUVANNSALARNAWMANITA] (Event) m3asdaudnld (Login) Ailaunfld

Cmlbe rUUITBITUMSIUTeaya (Logging) aetey wo T

Cmlo@ SEUUTBITUNMTNTI89U (Report) 9819UBY ato Tu
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.. samliTuaznearszuutestunislaufivleduazuaunaintu (Web Application
Firewall: WAF) 91nn1slagfiluszauiaiadne 31u3U o 1Ay 1A8ATBUAGUIZUUAITAULNA
mﬁu‘%mﬂugﬂLLUUL“:U‘Lmﬂﬁmmm’iﬁmﬂﬁ’ﬂﬂaszwﬁmﬁﬂmﬁnvmwfjwﬁaaﬁwia'l,ﬂﬁ

e ANUANNsalunsUaiunislauiuszinn DDoS (DDoS Protections)

Ccoe aunsadesiunslauionlussiuiniatiy (DDoS attack) sy Network
Layer e Layer & wag Layer o

ol GWimseiiuteausdelivimsdosiunislaudlusziuiniedns (DDoS
attack) wuuliisAnswiunds warsunvesnslaud Taglufialdaediuia
(Unlimited DDOS protection)

c.c.om Gidmiediuieaussedlindetiefiiarmamsalumstestunislayd
nlusERUASete (DDOS) UM bl Tops. Wustnsia

ccoc fiidmiogbudaiauedeil Point of Presence (PoP) a813tioy meo 99
vialan way POP ataties o galulnefifinsdenserulassedumesiis
s¥19UsewA (International Internet Gateway: 1G) Tulszwnalny Fausay
POP #ipaiimuanansn DDoS mitigation, WAF waz CON o

s.c.o.& Wundnfumingnineglundy Leader vos The Forester Wave Tuhdioves
DDoS Mitigation Solution U bobe VD) ?Ja"lqm

el Anuannsatunsteaiuuwennaladu (Web Security Functions)

& @NUITDUAAITIEITUUY Security Dashboard wuUu Real-time %30 Near
Real-time 1ng mamﬂu,am5aﬁﬁan%|at.mziq17’im“uaaﬂﬁhuﬁ \9u IP Addresses,
User Agents, Countries waz ASNs lailaitiaendn mo Tu

ecolo @a11150U7UNTIAURRIUNTS Website 7111 OWASP TOP eo 19U SQL
injection, Broken Authentication, Cross-site Scripting %2

€.€lo.m Aunsanann 1P Firewall Tngaunsadivuadauludae IP address,
IP address range, Autonomous System Number (ASN) or country a1

C@lo.€ @SR Rate Limit Rules Svaunsafvuanistasiunisidngs website
Toliitiosnin e@oo Rules

C..¢ asninNseTIIgauMseenituiuses (Certificate transparency monitoring)
ssi Tngamnsaudadoudefifvhmssenluiusesnmelédelaunnadieaiu

Ccam muasnsalunsiiuysyansamiduienndiadu (CON & Optimization function)

ceme GWiimiediudeiauesodliuinis authoritative DNS services dm¥u
Tnwuansnsny wazdBudeiauedoal] Host Domains agianamlan las
#oal Node vaneqsluusarituiilasiewzlulsamelng laitesndn o 9

«&mlo d352UU Content Caching lnua1u13509n Static Content Caching way
anansanIvun Cache Tusesiu File Type 16
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&.&mm @14130911n15 Purge Cache wanualdluiud n3evian1s Custom Purge
1wz URL, Host name wae Tag 1@ lnedesaiunsald AP lun1sawian
Cache ilefinsdwiamn Content 1¢
c.eme Usnsfasamnsnsesiunisly Bandwidth Consurmption laliideunit o TB
RoLhoU
C.dmd AUITNANTUIR TUSA wasyiin1sau Metadata vaslng Tagaunsaidentia
WalUU Lossless way Lossy 5Iue5835U WebP
e.cab aunsainisausasnesilaisudulu Source code WU Whitespace uax
Comments Litateiiiulszansnnliifiu Page load time
& ..ol ﬁiwuﬁﬂhmﬁuﬂisﬁw%mwuazaﬂ Latency T¥ifiu Dynamic Content
TmEJamwnwﬂaﬂ%uﬁﬂsxﬁw%mwﬁLﬁu%u waz Response time lakun1g
wHaAIUAL (Dashboard)
&€& m'n'ma'\mialuﬂmﬁmaﬁﬂimw (Web Reliability)
annsaudnsntsudadieuluds Email Aszylilalunsdi Buledliannsaldals
Tapamsasesunissaalunts Monitor Iilusesu Type, Method, Port wag Path saufilsanunsa
1 Expected codes fisrasnisle
C€.& AMUALNTOLUNITUAAITI897U (Dashboard Functions)
cede AUITOUANITIBIU (Analytic) Uu Dashboard Wuu Real-time %38 Near
Real-time Ing Dashboard ﬁLLamﬁmU’izﬂaUﬁ’w%’au‘,a Total Requests,
Cached Request, Bandwidth Saved, Threat Sources, Top Threat Origin
wae Top Traffic Origin e 19tae mo Tu
C.e.&lo UINMITilaunsaedunisds Raw Log H1umne Logpull REST APl Lazd1u1sn
\Sung Firewall Event Log wag Audit Log lo1ume Portal fldau
e.& Samliiiszvudaiudoyavsiasneufiained (Log management) AmaNELE
sgstiondoluil
edo aumndafiusunudeya (Data Collection) wuuhignindurugunsal nundasneg
L %’auﬂa Log Server, Windows, Linux, Proxy Server, Active Directory Server, File
Server, Mail Server, Web Service, Firewall, RouterLﬁaﬁwm'ﬁﬁuﬁﬂ%wa waryly
Anszimnyageunielu lalidesnit co T
e&lo 5zuu File Integrity fme Algorithm wuu SHA‘eds [uednatiay \WoButuindeya
ﬁlﬁgﬂLﬁuﬁuﬁﬂlﬂﬁmﬁgmﬁmﬁaLﬁ?iEJuLLUaamummwﬁmaﬁﬁﬁﬁwm'in'szﬁﬂﬁm
Aeafunoufiames
c&a annsaidenloavnmse] (Correlation) warandiguuuummmsal (Pattern recognition)
wiowmaluladifisuwinain Log Source @19 9 Lisaefiu lagdl Predefined rules
yw¥aufUsEUU uazasa Customize diaAuls
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A1 0uANIANRABURINT135U Log (Average EPS) LasLAAISIUIU Log 7% Jug e
(Peak EPS) Tuwuusietu sneduai uassedoula

Sor3puLarNAIu1sEUY Dashboard Lilelddmiuiasney Log wuu Real-time Tu
sULUUYBLHUREl (Chart) way @wnse Customize diduldlasuansdoyadounds
9E19UDY eno U LLa”E‘I’\ﬁJ'ﬁﬂ‘U'ﬁUL‘UaEJ“L&MJNE)GHW?LL&ﬂx‘lNﬁIGﬁﬂﬂlﬂﬁﬂﬂﬂ‘mu’]uﬂNLLﬁ“‘
Tuiferldaneuiu
annsofewsWiliuimsdumviethdeyaamasmeneuiwesinliiluneundngiu
Tunsanfiupdifugnszinaiuiin gl “wszsedydindenisnseitanuie
Aeatureuiames wa. beoo” lanuieseveuliuinig

seafumITeLLY HTTPS fiflaudasnde

HUMIRTIINUNINTFIU 1D, Coome-odoo INATFIUANEWALUlaEBdnMsolind
warABLImBsuIT# sruuiusnundeyarsasmeneuiimes 6y o
afuayumsliuinisuuuneen e Filus nadglivimslildfudeyassasayims
uwiadeuludsfpuaszuudniiiu Log HmumeBluad viemsinsdn

<5 Famlfiszuuuinismgnisaluazdeyanisinuiadudiunsdasane (Security
Information and Event Management: SIEM) audinwnzat1stiasdssdaluil

@.D.®

@bl

&.o.,m
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a.o.a

@.o.@

<o

fBudoiaueszdesesiuuariinseideyaldlivesnit e¢ooo nnisalraiuii
(Events per Second) warsasfunmsiiivveneldluouinn
fiuteiausasdosaunsalivinisldediereides Tnelassadressuuiiliuinisty
%é\’mgﬂﬁmﬁu’ﬁugmw High Availability #38@n1

fiudeiausfesainnsadu Log 910 Log source laluguuuy SysLog (TCP, UDP),
SNMP, JDBC, WMI uag NetFlow Teiliuagnsias
fouteiauesesannsaiumgmsaiangunsalindenngldlidesndt eco gunsaild
Wuethatios

syuuTianesesiifiaainiofleddu Threat Intelligence nneldaToanunn1sAN
LRy uAUTEUY SIEM

ssuugmﬂff@a&m‘ﬁ'mﬁ'uﬁaﬂﬂmu (Threat |nteuigence)1‘r’imw§auswu SIEM
do9ENINSanTIEBUAMLEBRIN IP, file, Application way MD& Imiluagnioy
anansadiaszingAnssudlyd User behavior analytics (UBA) lalsiiosndn «o,000
e warannsaiumieausmiemiasUszinanaviogunsaidy q iielisesiy
Alaléigean voo,ooo Hldau

Nmnlmauamma’lm‘imu*ﬂauamu Logs, Performance metrics, SNMP Traps
Security Alerts way Configuration Change ¢t Woanusndiagneg waualwalu
sUlUU NOC (Network Operation Center) kg SOC (Security Operation Center) Lol
maqaﬂmiaawammu I0C (Indicator of Compromise) unéaeiunanala

@.9.®0 mawuaLauammamwmmamaumaummmimmamw%aﬂm Correlation Rules)

awad Jadegiion)

Fadls wazpnsaifinunAvessgunsaiitu Email liduegraes
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.o Iavlriinisnsideudesiniluszauszuudiinis (Vulnerability Assessment)
AuanvuzagetpeAsdaluil

&.61.6 NEJU‘U’?]L?!U@?MG\@M‘U”IW]LUUﬂ’lﬁ(ﬂS’JfﬂﬁEJ'ULW’E]‘M’Wﬂ‘VILUU"U’ENI‘I/‘I’J“UE]\‘J?«;“&JULﬂi@‘t}’lﬂ

ABNAILAMBS WazAITAUNA L’WBQu‘lﬂ‘VﬂLkU?W?ﬁluﬂﬂiﬂa\‘muﬂ@uwWmi]“‘Lﬂﬂ 7\]’]‘1.4']14

@ 39U laan19anidunis e souty FEANTun1INII9daUNITeIIN @ Ada
R ans19@0 U T ITAATUAUTEUU Lagdn @ 59 ndeanaiiunisunlutesng
AATUSEUSDELA?

&.0.6.6

c.o.e.o

@..®.6n

&.0.60.&
co.e.&

&.0n.6.D

vimsiauededdsulusunsuiifidvandgnnguune uaveglu The

ForesterWave

amwmmnaaamﬁaﬂwdmmqﬁﬂ'miuuixu'ULﬂ?@ﬂu’wal&'w’ﬁv’am'%aﬁdwmﬁﬁmz

(Public) wazimzetienelu (Private)

A111305095UN1IATI9deUT BT YR ATBIABNRILADT U BT

spuuUfiRmsedaionsoluil

- syxuuljuanisaruneufinmes (Operating System) LU Windows OS
%38 Linux OS

- sxuuUfURNsAuAotY (Network) W Firewall

- iuwﬂgummimu Service Application neleu3ng Port ffinsdelday

5835UN15 scan MawUU Non Credential Scan waz Credential Scan 191

ansaainesrsnuldvaisjuuuy 1 Executive Summary #3auuuLen

m13 Host w38 Plugin

$1897UAB9IN13819897Y CVSS uay CVE uagdin13sey Severity Y09

gaslmiimulumsnsiedey

cnlo yaravienguyanafiidhiiumsasvasutedlnisgdosiauanuananse lusu
mMsiasen asvaeumgaiiliudedlmivessruuinietieneuiames wazaisauwma
fagdusoanaiuioniisey sdaldmuuginlunsnsaasuuslalgmiiny
lnsyanavsenguyanagididniunisagdesdaiuluiusesanuganuainse
athatordiail

colo.®
<ol
&.ollo.m
.0l

CEH (Certified Ethical Hacker)

ISACA Certified Information Security Manager (CISM)
SACA Certified Information Systems Auditor (CISA)
(ISQ)lo CC - Certified in Cybersecurity

en.lo.¢ CompTIA CySA+

&0l

CompTIA Pentest+
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oo fudeausrzdesdininnenunanisiinsey uasnsiaaeudesind lnefesssy
sazdntoslniinsivaeunuuugunsaissuuiaietiunsuinned uasansaumna
fezidufeanaiusieniisnu sufessyuuanenisuflytednifinsisaauny
FaazdosUsznausg
.0.n.0.6 TIEUATUNINTINYBINITNTIVADY
Eolan.elo SBYMIIATERUANNTULSS (SeverityWTanansznuiienasziinaingedld
finy

&a.mn.e.a Swaziduatedlniinivaeunuvewiargunsal Tnadasumusesu
ANLTULS WS IRansENUTIeRasiinanYesluifana

<.oamos Muuzhuartuneulunsuily (Action & Recommendation)

e.c Yanl#in1sandun1ImaaeuL1EsT UL (Penetration Testing) 8819108 o ASS

fianudnwazdaioluil

<o MedoUNsYnInIzuVATaumAlagldzuuuunsageumsyninuuy (binsudeya,
nudeyaunediu) (Black-Box, Gray-Box) laeduflun1sinduimesiie

ealo milummaasuyninssuvasaume (13uled, woundindu) vaslsmerua

Cc.m AATITALAETIBURaNMIAdaunTauiuuzilun1sUTulTwaE ssuuAuUaeniY
ABUNILADS

gae fudunishundesluivssiiuniyasoulssifiuanudsauaznansenuniey
Forausuuzuuamatlussuuansaumakayssuuifededlasnseunquinsasiden
ot
<a.ae Minunssionsounguluseu

- waUnaAYuY (Application) waz weawsLas (Software) lawn
o uuaundiatu(Web Application)
o luunsuaundatu (Mobile Application)

- Tassadeiugudumaluladansaumea (T Infrastructure) wae gunsal
L3078 (Network Device) leiun
. wuuﬂﬁﬁ'ﬁmwaam“%aaﬂauﬁ’maiuhiw (Server Operating Systems)
o gunsniluszuunsere(Network Equipment)
. Qﬂniﬂiszuu%’ﬂmmmﬂaamﬁﬂ (Security Equipment)

g am5u uueundiadu(Web Application) agldu1nsgiu Open Web

Application Security Testing Guide version .o Usznaushushdesed

- Introduction and Objectives

- Information Gathering

- Configuration and Deployment Management Testing

- Identity Management Testing
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- Authentication Testing
- Authorization Testing
- Session Management Testing
- Input Validation Testing
- Testing for Error Handling
- Testing for Weak Cryptography
- Business Logic Testing
- Client-side Testing
€.@.&om d MU IT Infrastructure and Network Device agl9umsgiu
The Penetration Testing Execution Standard (PTES) Usznausievita
il
- Pre-engagement Interactions
- Intelligence Gathering
- Threat Modeling
- Vulnerability Analysis
- Exploitation
- Post Exploitation
- Reporting
ca.ee amiuluvivuoundintu 3glyu1nsgiu OWASP Mobile Application
Security Testing Guide (MASTG) version e.& Useneudevhdenil
- Platform Overview
- Basic Security Testing
- Tampering and Reverse Engineering
- Data Storage
- Cryptographic APIs
- Local Authentication
- Network Communication
- Platform APIs
- Code Quality and Build Settings
- Anti-Reversing Defenses

- User Privacy Protection

;8 = ’ r\_/(
AYD..os i UsEsIunsTung aa%a..m?f\. ...... %%T.ﬂiiuﬂ'ﬁ R O S AIUNT
@eodwad 2edetioy) (W95m1NT WaBu) (W9EMIYIBNUE NFUS)

Vuswwmdgungnsiay inivimsaeuamesUfuRnTs AnJwnisreuiamesuuRnTs



- ®E -

cace ntumilnglilusunsuvdeserviwasidarundeiobidesnii b Tusunsy
UNFDE YU
- Commercial 1 Nessus Professional, Burp Suite Professional WHusiu
- Non-commercial 19U Metasploit, Burp Suite Community Edition,
Nmap, SQLMap, FFUF, Manual Script, Exploit-DB, Seclists,
PayloadAllTheThings, CVE Details tTusiu
e.« SamTifinsaniunsiwssiuarliduuziilunisufudgadieldszuuiiana
Uasady
coo Sniziuas Wenushlunsdfssuuedoredoansiinnudniuedldfunmsinss
sruuSegunsalifiduieidunisiussdunsihwanuaeadoressruuiaiede
wavsEUUAMUUaBn uAaNRIADS
eelo Faiinenunanisiasitasliduuninlunisuivlgsanulasnnsvesssuy
wiatneuay ALUasaisAoNImes
Caa TENuURaNIUSUUsTuueietisuazkanisaiiunUateslvi (Hardening)
comae lunaagauessuvIsdasinsiuiumsiamualitosniteo Tu yana
v3enquuanafiddiniunisaaeulneseuuIsAosiaugANETY
Tudunsiesey mi'aﬁ)aauqumﬁLﬂuﬁaa‘lm"uaaiwuLﬂ%’dﬁaﬂauﬁama%
wazansawna Nzdufsanaiuseniisnu saudadldfiuuginlunis
asvasuLilatlyminy Tnsyaravdenguyaragidrdiiiunisasdosldidu
lususespudpruannsn agiiondl)
e.c.ne.0.e0 CEH (Certified Ethical Hacker)
<.&.me.elo ISACA Certified Information Security Manager (CISM)
@.c.ma.am ISACA Certified Information Systems Auditor (CISA)
ex.mne.e.c (ISOb CC - Certified in Cybersecurity
exmne.0.& CompTIA CySA+
e&.me.eo CompTlA Pentest+
.00 ﬁ'nﬁum'sﬁ'm’lﬁﬁmsﬁ'mm%aum%’wmnwuivuuLaﬁautﬁawﬂﬂaumiﬁﬂmm
53UUUfUANTS (Operating System Patching) ﬂmanvmvamquaﬂmﬂalﬂu
Coom TamsBUASDIRaNRuRaTwiTsLUEiiou (Virtual Server) i'JlIﬂ%iuU‘UUQUWﬂ'I'S
(05) dwdumagsunsdnem Patching vl q $1u o tedes Tnefinmanidush
el
- wigUszulananan (vCPU) o Cores
- weAud1 (Memory) & GB
~ yingvudin (Disk) wuu SATA aualifeunin mooGB waz wuu SSD Litiesnin
a GB
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ool KpadamIen Bandwidth Intermet dmiuladssnaufiainasusitne (server) saufls
seuUUFURns (05) lumsviegeu o Gbps Wust1siies
Cooa sruuildlunsvaasuazdesasiunmsidntianiiunig Virtual Private Network (VPN)
wasinsisaLLY b Suneu (Multi-factor Authentication)
cooc szuuildlunisnaasuazdossessunisidrdisuuy Console H1unesEUU Web
Application
coo& syuuildlummeasuszdesisseznalinaasulitosnin o oy
z.o0 AnlHfiuIn1sgudiiiszTauazudufioudognatunisneuiianmes (Security
Operation Center: SOC) Tagiin1sdniudayaasiasnispeuiiaunes Wiarin1siATziuazuds
weuduanatu Wifulssweuna Tasfiveuivadsseluil
Coo.e AU asadumsanaumsleiues
coo.0.0 HBIEINMTIATITRIRUUTINAUE (Comelation) wazansnadadouluns
Tauf (Rule or Use case) witethelunisiiihsziaway uinfioudvanais
mslgiuas
ool FBlTEUUNMITAAU Ticket management winwumANsAlALEAUNG
fu Cyber security
coooa #03l Rules MAlumaihse uazanusansiadudonnany Juuuusne
coooc Fasdaliifuuiiamimiamiansaluiunmsiesest Wi uay
wiadeudvanadumaluladasaumaiieades ieliiinudu
WinliAnaanIvevIaDYd YN
oot Wnfaudlonnanufoanaunionisynnsruumaluladatsaumne
AflsziuadnujuLsedfey (Critical) M3aTeiuAILTURSIGY (High)
KumeBia viselnsdw maem o 9lue
C.00.0.5 ABE@1U1T0TANTI0IIUAILAINFDINITVOININTFIUAINUADANY
199 #ail PCL, SOX, ISO/IEC bmooe %138 ISO/IEC losiool, FISMA, HIPAA
Tedustnatiey

i
v o

€000 Forannsadentiiaivesdayadiu (Raw Data) azdumlsl visves
Franarfagiuiaryesyisnandounas Iﬂasxmhmmﬁuﬁuuaz?;uqﬂ

Cono.c fowEnnsavinsianuisyaludnuuzuuy Online uay Offline (Raw Log)
I

conec forannsaliuinsidesiwedes Tneflszfuvesmsliuing (Service
Level Agreement) laifhnin sx.co% sdstiau

coo.e.00 HiutarusfenjiRmutaulusyiureninsg Serice Level Agreement

(SLA) #ail

<3 L
jﬁ\"%‘" ...... % O O T U120 T Lo OO SO S nSSUNT
=Y o [ " - A’ < 'L = 3 o L
(uibiaBwsd 2esaglon) (Ws§ann Waduv) (WeaIIENUs 1nAud)

Vusuwnggngyn TRy Wndyniseeuiamesuuinis dndmnisrauiauseiufuinnis



-eD -

e lunisnavauss

SEAUAINTULTS AesunY :
~ (Response time)

NANTENUNUSEUUANSAULMANE NN
Critical Tinsailiugsnangayeinuagazies Mely e uil
wiluagnaisesiiungn

nANsENURUSEULATSAUNATIVINTH
gsfsldaursadiunisianegiaedl
UszanSam warsndussuiluagng
139AU

High aelu o Falus

HansEnuivIEUUATAUMANLNase
Medium nsenfiugsia wazdndusasuily nelu o Falus
DEIWIUYINN

NANTENUAUIEUUANSEUNANNHARD
Low Usgansnmn1svinanunaly welsdl nelu o Talud

wanssusaNIsAiugsialag Ty

coo.0.00 AMEILNUUSNSTUTe warrovaussiaivanaumeleued (Incident
Response) iwmuimiwﬁ{]@mﬁLﬁmmﬂﬁ’a@nmu (Incident Report)
FaazdasUsznousey
- SEYUTEANURINEANATY
- Fu - aiRTIREe Uy
- Aun (Source IP Address) wag Uanamna (Destination IP Address)
- gunsaildfuransEny wazsiuALFULSY (Severity)
- swasndeavenvensaliiiniy
- fuugth wartumeulumsudly (Action & Recommendation)
C.oe.e.0b TENUEATUNANIANTUINULUUTEEBUUSENBUMEY NMTIATIE 11
se¥amgnsaiiauaiiiety weiinauls uasdhiuyssyuiieasune
asunansaiiuanu
coalo Foallquiufiinisihseangmsaiiiudoanauszuunaluladasaume (SOC)
#aogluuszinalneg Tneflidmifiusesidaujotauluqudnasn be 4alu
wazdedlATun155UTemWINTE U ISO/IEC beiooeiboem U3BlMinn way ISO/IEC
woooo-6 w0, ISO/IEC bamosbose Turauwnnstiuinig SOC Wuedwiey
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&lo srpzanisenniuvesssuvlulasinisassedldnuliesnaos emog Ju (Hardware uay
Software) tufinanTuiidseussuy

&.a szuznaUinisaudihseTazudafoudoanaiumaneuinmes (Security Operation
Center: SOC) iU & U tutinaintuiidauey

. NFANUNMUUAZNITTITERUY
foudalauevrsonjiRnuwaysiesunansbivimsnudygmiosdasuanuluusiazan
Huenans $1uru b ga wienlvdddnvsedndluguuuuiufuudluld (MSOffice) uazuFuudlulaild
(PDF) w¥autiufinadlu USBRash drive iadeuuunanlédu q (Removable) Wiausudd (CD) 31y
b 9o TufaenanIndngusineg Mfeadesrsuiiu uaziunnmIfunuIeINANENTINEASIR
Surwideviesud fiianasiiszardrsidumsiasmisliuifiudoauedudadoedounie
nsleudunedidnnseiing lag BSI:L?S"H]SﬁﬂﬂﬂgﬁﬂﬁiiuLﬁﬂuﬁu'}ﬂ’]ﬁLLﬁzFﬁﬁi'ﬁmﬁﬂusus] MRgdos
Mnyarwesmdiudeiaue avdesthsslinungmnedouiaiunanisdmeunuiazan
msteiudai
b.e dwauniely e¢ Jutiudnaniuasuuludyy Ussnaudae
b.e.0 H10819518UMTUFTANsIHUSsszuLTunstaadiy aadu Aesgviuas
Tnnouradiuanauleiues
5.0. MINUKUAINTIIMIAIHuOULazNMsdUURNuluTmeuanaenss ez
dayan
v.0.m eaimhiivesiiutaiaus wlendoyadmiunsiadeusraunu wasmsidn
fulsmenaiiefnsszuy warliuinisssuusngg
oo Pinsegunsal senduas uasdumsivasumuiidmunlilude « qudnvusiamsmns
waiinardsdaey Tudnasanelu vo Jutfudaainuasunuludyy
vlo.e szUUMsIAAUTeyadises (Backup) Tudiuvesteyagudtayaneuiinmes (Data
Center WaguimssyuuAa1as (Cloud Computing) wWipugiansldiussuy
b.lolo srUulasiunsiadukaslanauivAnAy Endpoint Detection & Response (EDR)
WU @ s3UU Wieuatansldanuszuy
b0 SEUUATINARUNNSENT et SuuarnIBuSuFIAL b Fu (Multi-factor
Authentication) Suauliitdfesndn bo flau (user) wipugilonsldanuszuy
o lo.« sruutastunislavdiuleduazuaundiatu (Web Application Firewall: WAF)
snmsleniluseiuiadetne $1uu o lawu Tnsaseuagussuuasaumaiilfuinisluguuuy
dulealianunsaldauld wieugilonsldanuszuy
olo.¢ svuvdnfiudeyassiasaeniiames (Log management) wiaugilonslinuszuy
(a3)
o5 STUUUBINsMAMsaikazdeyanisinmanuiuncasndit (Security Information
and Event Management: SIEM) wSaugilon1sldauszuy (i)
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0.0l HANMINTIVEBUTDINIIUTZAUTEUVUJURNS (Vulnerability Assessment)

b.lo.@ KAALHUNIINAFDULNZIEUU (Penetration Testing)

blo.« maMFaTziuarldiuuzilunsuiugaieliszuuiinnuaondie

ol0.00 HaFLIUMITAlRINsTaRIsunneInsuusrLLaiioullenadoun1ssUINsA
seuuUfjuRnng (Operating System Patching)

0., @@)‘i’]ﬂ\‘i’luﬂ’li'lmi’l ghanunsaifun1sinuIAuuaUasadeleiues
(Cybersecurity Gap Analysis) WWiadum As Is wae To Be

blo.eb ununsiuiiodsanaumidleiuas (Cybersecurity Incident Response Plan)

blo.em Alon1IRaUTUMANITA (Incident Response Playbook) nNUsELANYBane
anay Lielddedslunmsufiinslunisdnnisviensuiudegnausing  ldedragnaesliiv
lsaneuna

5.0.0& WHUHTiFUNMagUmANITol Fiuanafian1TaTIZLUU Dynamic Wagkuy Static
'luswmuaiﬂmmmi’].,mb’hsvmm%m’avmﬂm’]aqnunaﬂnﬂ’m FAUTITBNUHVANAILAN AsEI
‘wumﬁmsmmaqaqaalwmLuumiwq%uwaﬂgw (Forensic) 3tAs1eNfgAnAIN LU
Malware,Ransomware W3auULauD

blo.ed TBNUNaNsEnausIMslFusTuumeg Iuidmihilsmeua

olb.0b TBUNsUfTRNuTegudisrTwazudufeudugnatumisneuiones
(Security Operation Center :50C) Iasfinmsdnifiudoyadsasnuneuiiimes devhnsinaeiuay
wiaFouduanatus iiulsemeuna nnAudiou

o.o.00 51mmwamﬂﬁﬁm'ﬁwu'l,ums{]adﬁ’u ATIIIU InTeiualanaudaiunnam
lowoivofiou wavvayaazauN W maumau

b6 31mmawmmﬂaﬂnmwwlmuas waznsudlelemilifiatu vendeu uas
Houmavaunnaan ynauFeu

blo.ex IENUNNIATIIdULaTAnnuHansuilvlymduanaumsluiues veusiou
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